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Agenda

ÅFundamentals

ÅThreat and Vulnerability Mitigation

ÅIdentity and Access Control

ÅInformation Protection



Fundamentals

ÅService Hardening

ÅKernel Protection

ÅWindows Firewall

ÅNext Generation Cryptography

ÅNetworking Improvements

ÅThe Web Components (browser and server)

ÅTerminal Services Gateway
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Windows Service Hardening

Windows® XP SP2/Server 2003 R2
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Service Changes
Windows XP Windows Vista and Server 2008
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Kernel protection

Security Features

Kernel patch protection Code signing Code integrity

Management Mechanisms

Registry innovations New Services model
Microsoft Windows® 

Hardware Error Architecture

Memory and Heap Management

Prefetch clustering for page faults



Windows Firewall with Advanced 

Security

Combined Firewall and IPSec Management

ÅNew management tools ïWindows Firewall with Advanced Security MMC 
snap-in 

ÅReduces conflicts and coordination overhead between technologies

Firewall Rules Become More Intelligent

ÅSpecify security requirements such as authentication and encryption

ÅSpecify Active Directory® computer or user groups

Outbound Filtering

Simplified Protection Policy Reduces Management Overhead



DEMO: WINDOWS FIREWALL

Creating a New rule




