--l

.l/ /7--

Implementing Messaging &
Collaboration Security
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The threat landscape

A Situation today!!!

About 90% of all emails are illegitimate

Emails have become the primary methods of theft
Exponentially growing Spam and illegitimate emails
Primary vector for propagation of threats

Phishing

Social Engineering

ACrackers are underground
AChange in Bring down Vs Own a systen® Cracker

Commerce

AAre we geared for this?
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So Are you adequately covered?

Traditionally, security is done differently for different situations

A Airport SecurityyModel
A Change iin flying experience

A Datacenter & Physical overdose, Logical
oversight

A Is the requirement:forisecurity the:same at
desktop level and the senvenlevel?

A 1 policeman fon 10,000 Citizens: 8 What about
the President?

Forefront

[ . .




Bus SINEss EnvIoNMEnt

Security Vulnerabllltles Still Exist

X Spam, viruses and phishing still plague inboxes
X Closer relationship between viruses and spam
X Companies ill -equipped to stay ahead of threats

X Need to store, find and produce information quickly
x Can't comply without policy and monitoring support
x 11in 5 employers have had e -mail subpoenaed*

Intense Pressure on IT to Improve Productivity

X Focus on value adding projects
X Make mission -critical systems more reliable

X Deployment must be secure, reliable, manageable, cost -

effective =

Forefront' *2005 Electramic: Monitoring & Surveillance Survey fronm Ameanitam mg--



Initeinzition Risk Has High Casts

» Cost of digital leakage per year is measured in $ billions

Legal’ ® Increasing number and complexity of regulations,
regulatory, and e.g. GLB, SOX, statespecific regulations

financial impact ® Failing to comply, or losing data, can lead to significant legal
fees, fines, and/or jail time

credibilitsy alLeaked e-mails or mames can be embamassing
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Seaurrity Challenges

Escalating Threats

< Viore‘aavanced

: Bk ui gaint uguebivss
¢ Application-oriented |

¢ Poor intereperability

e

¢ More frequent ¢ Lack of integration

¢ Profit motivated

Access CHalEngss
Growing Mobility

Traditional VPNs
Inadequate

< [EUI FREVOIFECORTECUVIL

¢ Poor integration with
apps andservices

¢ |ntranet /Extranet
access

¢ Lack of scatability

Fragmented Security

Difficult to Manage
and Deploy

< IMUITIPIECONISGIES

¢ Uncoordinated event
reporting & analysis

¢ Difficult OOB experience

¢ Cost and complexity

Difficult to Enforce
Policy

B Chenelng lsezlicl

a

¢ Granularpelicy is
hard tc .deploy



