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The increased risk of cyber-attacks has meant that companies in the energy industry are placing
a renewed focus on reviewing and enhancing their existing information security measures.
Additionally certain trends in the energy industry have increased the security risk profile of the
industry’s information systems. While companies are reviewing the information security strategies
and mechanisms, a number of government/regulatory agencies are also in the process of
defining security regulations with which companies need to comply.

This white paper presents the information security challenges faced by industries in the energy

sector and then recommends the steps which organizations need to take in order to meet these
challenges and to comply with the regulatory norms.
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Introduction

Traditionally, legacy and other energy industry applications have been stand-alone systems
accessible to a limited number of users mostly within the corporate itself. In addition, SCADA
systems have typically resided on networks, which are inaccessible from the corporate
networks. This isolation approach had resulted in a limited access to the systems and
applications. Security for these applications was built for this scenario which assured the
degree of security that was deemed necessary.

Like other industries, companies in the utility industry have fragmented security
implementations across the organization with no integrated information security mechanisms,
processes or systems in place to implement or manage information security. The task of
ascertaining the level of security and the need for enhancement is therefore a difficult one.
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Information Security Threats and Vulnerabilities -
Security in an Open Environment

Deregulation is breaking the industry into smaller independent units, driving the need for
increased networking. The new environment of de-regulation and increased competition
means that companies need to open up their information systems for sharing of information
with multiple parties such as suppliers, vendors, customers etc. Examples include Internet-
based billing presentment and payment systems, energy trading systems etc.

This will involve an integration of disparate application and infrastructure systems belonging
to multiple organizations as well as providing online access to a large user base over the
Internet. Systems which were previously closed and in many cases, proprietary, now need to
be inter-connected for information exchange. Many of these systems which were designed
to work as stand-alone systems with a minimal amount of security are now connected to the
Internet making them vulnerable to cyber-attacks. The traditional approach of building security
mechanisms within the applications has resulted in multiple duplicated user and access
data stores and poses a significant challenge for integration.

Security of the SCADA Networks

SCADA networks were initially designed to maximize functionality and focused on
performance, reliability, flexibility and safety. As a result SCADA systems have weak security
mechanisms.

As the energy industry becomes more automated and electronically connected, there is an
increased connectivity of the SCADA systems to the rest of the world. The need for remote
access computing means that business applications such as energy trading, customer
service systems, maintenance scheduling etc, which are likely to be exposed to the Internet,
require deriving/sharing their information from the SCADA systems. Existing control systems,
which were originally designed for use with proprietary, standalone communications networks,
were later connected to the Internet, but without adding the technology needed to make them
secure. Therefore the traditional assumptions of SCADA networks being inaccessible from
corporate networks and thereby secure from the vulnerabilities of the corporate networks no
longer hold good.

Mergers & Acquisitions

The increasing number of mergers and acquisitions in the de-regulated utility industry means
that companies need to have the ability to rapidly integrate security data and processes
between disparate systems. Since most organizations have a fragmented security
infrastructure without an integrated one-view of their employees, partners and customers,
the security infrastructure is typically not geared to meet a large fundamental change in the
user base.
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Security Management costs

Organizations including those in the utilities industry are increasingly looking at doing more
with less. The current fragmented security systems of most organizations means that the
expenditures of staff, time and money for performing day-to-day security management such
as user and resource provisioning, password resets etc. are significant. The absence of a
streamlined process for security administration and management means that a significant
amount of the IT budget needs to be spent on these activities rather than on other technology
initiatives. With the increased competition in the de-regulated environment the Identity
Management Systems have to be designed to reduce operational costs while focusing on
providing exemplary customer service.

Regulatory Compliance

Recent events have resulted in an increased number of regulatory agencies/government
bodies issuing new security regulations with which companies need to comply. One such
example is the proposal for ‘Security Standards for Electric Market Participants’ by the FERC.

The absence of streamlined, coordinated administration and audit methodologies means
that organisations find it difficult to identify their current levels of compliance and to define a
roadmap for achieving compliance with such regulations.

Information Security Strategy

In order to meet the challenges facing them, utility companies will have to focus on a holistic
approach to achieving enterprise security. An integrated corporate-wide initiative is critical in
identifying and implementing a highly secure, integrated, flexible and robust security
architecture.

Step 1: Security Assessments

A current state analysis of the security measures is the first step to implementing a successful
enterprise security system. In addition to reviewing the technical controls, organizations will
have to review their security processes and practices to identify the current state of information
security and define the roadmap for the enterprise security architecture. Organizations will
have to conduct a thorough ‘as-is’ analysis, security risk assessments, data classifications
exercises and enterprise systems architecture reviews to identify the current security levels,
security gaps, vulnerabilities and threats. Based on the findings of the security
assessments,companies should identify the necessary security initiatives.

Step 2: Security Policy and Process Definitions

Where these are not already available, companies must define corporate wide security
policies and processes, incident response, business continuity programs and security
guidelines. Although regulations and standards are still emerging, these must be an important
input into the security policies definition. A large number of companies already have a set of
security policies and guidelines in place; however, measures to ensure the strict compliance
of the information security systems to these policies are typically not in place. Companies
must define policies for periodic audits of the systems for compliance. Security policies
must also be reviewed to ensure that they address the new threat scenario.
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Step 3: Security Frameworks/ Identity Management Solutions

Development of robust security architecture is the first step towards building an effective
protection mechanism in any organization. Energy companies will need to define an integrated
security framework to meet the challenges in the new open and de-regulated environment.
Companies will need to focus on defining integrated security frameworks and identity
management mechanisms for access to applications/systems across the organization. An
integrated framework providing consolidated directories, single sign-on and authorization,
user provisioning and auditing should be deployed to successfully achieve regulatory
compliance and cut down operating costs of security management.

A unified integrated security infrastructure will also ensure rapid integration with security
infrastructure of other merged/acquired companies. A robust security architecture will also
be a major contributor to the enhanced security of the corporate and SCADA network.

Step 4: Network Architecture reviews and implementations

Based on the new threat scenarios, companies will have to review their network architecture
design, type of traffic flows in and out of the organization as well as within the organization
and appropriately enhance their perimeter defenses. It becomes imperative for companies
to undertake network architecture design enhancements including firewall, intrusion detection
systems, virus protection systems, VPN and server hardening to ensure that they provide
adequate protection to the organization’s information security systems.

Conclusion

A number of recent events have raised the risk profiles of corporate information systems
making them more vulnerable. Energy companies are therefore forced to renew their focus
on information security to provide enhanced security in a cost-effective manner. By following
a holistic approach to enterprise security detailed above, organizations can mitigate these
risks, reduce operating costs and meet regulatory compliance deadlines.

Additionally, the increasingly competitive deregulated environment has also meant that
companies need to focus on operational efficiencies and cost-savings. The increasing
number of mergers and acquisitions requires that the security infrastructure be scalable and
flexible to support the unpredictable business environment. The streamlining of security
management processes and technologies and the creating of robust security frameworks
should therefore receive renewed attention.
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