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The Business Case

ÅWhile determining the financial impact of poor update 

management consider the following 

ïDowntime

ïRemediation time

ïData integrity

ïLost credibility with customers and partners

ïNegative public relations

ïLegal defenses

ïStolen Intellectual Property



Understanding the Vulnerability 
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Nimda (2000) 336

SQLP (2002) 185

MSBLAST(2003) 26

SASSER(2004) 17

ZOTOB(2005) 5
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Requirements for Successful Update 

Management

Effective Processes

Effective 
Operations

Tools and 
Technologies

Project management, 
four-phase update 
management process

Products, tools, automation

People who 
understand their roles 
and responsibilities



Update Management Process

Assess

Inventory computing assets

Assess threats and 
vulnerabilities

Determine the best source for 
information about new 
updates

Assess your software 
distribution infrastructure

Assess operational 
effectiveness

1 Identify

Discover new updates

Determine whether updates 
are relevant to your 
environment

Obtain update, confirm it is 
safe

Determine if update is a 
normal change or an 
emergency

2 Evaluate and Plan

Determine whether the 
update is actually required

Plan the release of the 
update

Build the release

Perform acceptance testing

3 Deploy

Prepare for deployment

Deploy the update to 
targeted computers

Review the deployment
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Assess

Å Inventory computing assets

Å Assess threats and vulnerabilities

Å Determine the best source for 
information about new 
updates

Å Assess your software 
distribution infrastructure

Å Assess operational 
effectiveness

Deploy 

Prepare for deployment

Deploy the update to targeted 
computers

Review the deployment

Evaluate and Plan

Å Determine whether the 
update is actually required

Å Plan the release of the update

Å Build the release

Å Perform acceptance testing

Deploy

Assess Identify

Evaluate
and Plan
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Identify

Å Discover new updates

Å Determine whether updates are relevant to 
your environment

Å Obtain update, confirm it is safe

Å Determine if update is a normal change or 
an emergency

4
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Choosing an Update Management 

Solution
Customer 

type
Scenario Solution

Consumer All scenarios Microsoft Update

Small 

organization

Has no Windows servers Microsoft Update

Has one to three Windows 2000
or newer servers and one IT 
administrator

MBSA and WSUS

Medium-sized 

or large 

enterprise

Wants an update management 
solution with basic control to update 
Windows 2000 and newer versions of 
Windows

MBSA and WSUS

Wants a single flexible update 
management solution with extended 
level of control to update and 
distribute all software

System Center 

Configuration Manager 



Update Management Solution for 

Consumers and Small Organizations

1. Use an Internet firewall

2. Get computer updates from 
Microsoft Update

3. Use up-to-date antivirus
software

4. Deploy Windows XP SP 2

5. See the Protect Your PC 
page on the Microsoft 
Security at Home Web site

Update management solution based
on Protect Your PC:



MBSA Benefits

ÅScans systems for:
ïMissing security updates

ïPotential configuration issues

ÅWorks with a broad range of Microsoft 

software

ÅAllows an administrator to centrally scan 

multiple computers simultaneously

MBSA is a free tool, and can be downloaded from the Microsoft 

Baseline Security Analyzer page on the Microsoft TechNet Web 

site 



MBSA Considerations

ÅMBSA reports important security issues:

ïPassword weaknesses

ïGuest account not disabled

ïAuditing not configured

ïUnnecessary services installed

ïIIS security issues

ïInternet Explorer zone settings

ïAutomatic Updates configuration

ïWindows firewall configuration



MBSA ïHow It Works

Windows 
Download Center

WSUSScan.cab

MBSA
Computer



MBSA ïScan Options

MBSA has two scan options:

MBSA graphical user interface (GUI)

MBSA standard command-line interface (mbsacli.exe)

When scanning for security updates, you can 

configure MBSA to:

Update the Microsoft Update Agent on all scanned computers

Use a WSUS server as the update source

Use Microsoft Update as the update source

Now you can Integrate it with new MBSA Visio Connector


